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How to Generate an SSL Certificate
and Enable SSL Service

Article ID: GV12-12-08-08-j
Release Date: 08/08/2012

Applied to

GV-System

GV-IP Camera

GV-Recording Server/GV-Video Gateway

Summary

The GV-System, GV-IP Camera and GV-Recording Server/GV-Video Gateway all support
Secure Sockets Layer (SSL) protocol to ensure the security and privacy of remote connection.
To enable the SSL service, you need to import an SSL Certificate file and/or a Private Key file
into the server or GV device. The document will guide you through the steps of generating a
Certificate Signing Request (CSR) and a Private Key (RSA) through a third-party tool. Then
verify the CSR by a SSL authority to obtain a SSL Certificate. Finally, import the SSL
Certificate and Private Key files into the server or GV device.

Note: The CSR verification by an SSL authority is normally a charged service.

Instructions
1. Generate a Certificate Signing Request (CSR) and Private Key (RSA) through a
third-party tool.

A~ We use the following third-party tool as the example:
http://www.gogetssl.com/eng/support/online csr generator/



http://www.gogetssl.com/eng/support/online_csr_generator/�
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You will be requested to type your server’s IP address and your personal
information to get started.

Generate CSR, Online CSR Generator, Generate 2048-bit CSR

Home » Support » Online CSR Generator

2048-bit CSR Generator is for Certificate Signing Request (CSR) whichis a sent from an i to a certificate
authority in order to apply for a digital identity certificate. This is widely using in Secure Sockets Layer (SSL) registration,
Transport Layer Security (TLS) activation and most of the modern servers. Generated SSL Private Key and CSR can be sent
to your emaill

Please input the text in English to Generate CSR

Common Name: *  https// Common name

Organization: * In English

Department: * Like: IT Dept

City: * For example: New York

State: * For example: Alabama or None
Country: * --Select Country— =]

Email: * Email address

Send to Email: [¥' Generated CSR & Private Key will be emailed to you instantly

Generate CSR

B - The Certificate Signing Request (CSR) and Private Key (RSA) contents are created
as the example below.

Your SSL Private Key and CSR for www.geovision.com.tw
Please save this information in a safe place!

Certificate Signing Request(CSR}

MIIC43CCACOCAQAWGZwXCZAJBONVEAYTAI RIMOEWDQTIVQQIEWZ 0YW1 3 YW4XDZAN
BgNVBACTBnRhaXB1aTESMBAGA] UEChMIZ2Vvdml zaRauMQwwCa YOVQQLEWNGUUx
HTAbBgNVBAMT FHA3dy5SnZW92aXNpb24uY29tLnR3MSowkKAYJK0Z ThvcNAQkBFhtg
b317 ZWN0¥W5nQGd1b3Zpc21vbi 5ib2 0udHowagEi MADGCSqESThb3DQEBAQUARLTE
DwhwgoEKAo TEAQDGK Ju¥i tJundREkMxjbnoATASCyPqYNYXOapapBk/BdS 75122
Uhtjfpo+boCE0IQRYgdcLpZ Tkhy+om/ £19nwCmatlus+Udeula/ 3b6VaQodG3rRt
k0 fmqGaY¥7HS1J0atpacaKridwhkvk925g03bE06I+FMedbEE] ¥ s v/ yHYSPCSsH
dUguaWlMesI1kt6wS/ sKAdTxkbQiUGShFWWCOUxmwlzX5Sptmocéygbp9Cuéire+T
cAC3mxLRhgAUvfdmRITTMe cNen P/X2dVuRgchbpo0xkxQTaSNXdkGHYQOUVIbaltK
pd0&L50Yadi VgDl WIANVRZeXoVA wlQCDgi TAGQMBARGGADANBg kqhkiGawOBAQQF
AROCAQEARKhQWCtRECHY 1RYOamBuecl.BjvBpd1HIQoE356Z1t/ T zXsT.SLKE90EQ0
EFKEQN] Spz FP+oMsue IEbnul DMCal1b/VFEee LDFGbsg FwuKUWEOCOTHTvpm0 Je
WExBovictZzIoFDQamGIlzXpTcXbTzp3G5C1ELiI1ThGSMzy263B0THEIOMIiuR06W
Z1Lknh/HOHE005IzXglplkZSn0KR1E4xTAr sRrTy VY 3eQ+r s+MpEIRve YREdLSAT
+EMW2eWol £ F126IvVPHIMIRNEXZ JAqvvdFN+X22 7100/ SHWY/ 0bd11/AN4Jb 7w
149V5s509R45vgBFDPN4GY/CaCLZ0g=—=

MITEpQIBARKCAQEAX]SSbmIrShriUfJOMY 25 6AEWOQS] GmDWF zng YEQZ PwXTu+59
t1IbY36XPmeAVNCEEZ IOHCEWS ZAMvIIvI SEZBApoLZbkvlI3rlgvi2+1bEKCREE0
fpNHSqhmmOx0pSTmraWnGigdncIZFsJPduYEN23zui PhTHuGXBI21Bb/EhEuT30b
B3VILmlizHErCNZLesEvTCgHUR ZGOI1Bk0RV1g] 1MZsiM1+abZqHOSqmEEQrut67E
k3AAt5350YagFL.332 kSU0zHnDXpz/19nVbkanG6aDsZIMICELjV3ZBh2ED1L022pb
Sa¥TuredGGnY1agdVwQI 1UWK] 6FQIE JUAg4 TuwI DAQARATBAQCAOWEWAUX OFHED
1gHEYX23DPYSNzkd52d0TilmI2LblCtifetpS4rJFLEEYmechmvt Nk Tex¥nMigy
AFLIGVNQIt 9xGITRUTYOCChrWEFZ5ZLVQaqk TVDEL tOwvDVITroqwK0/E ¥ 3vdog)
UIX44qijUuAlxth0oPESuVVSdSyWImSS6LIeud0lftppiDouRSBGTRExgLEZse0g
JEGodE1VmIWFmASv]1 B2HCAA6sB41 PONXalonz+sVaVKE4Juo+mhoUJ0e zgBXJI+1
¥4c03RA+alZGzAYmd 120/ 61835KeKzP0LclenI f+mWAT36n11 F3NoimGddu3Wo2l
EuL.ZUPtJAoGBAPUdweGCkTaTw3KtBdbU1qIZDGs3Ld0ZgTcy3YFHEIVEES/ TYEOT
2fdn40EknfTIqin0R] 2ReP2LzsévaqrrcGxPneYgkME+rbw/+ PNE+PGEGYTUG3I1Z
aSxIelwRiTQFe3x/BBEHeX+gWkREXSENrbCv1+IDDIZSpIIL/ 0J4WyMnRhoGEAMET
Lmb9AcdU4ypVET 9ud juEqzALl SWEP41Sa+DP20IHZUUT Hla+eCe/hagiudegiaik
hé+/Rinm+r 907/ Lk2mEzLNSagLRGeBSOfDSFrWCsUcs ! rM/OEQi+AdY2
2rr31Qs2XIt9isJeQorviidhRe2BRecHe 047 6ZpNAGGEAIM/ nxs] ACEZWT ZofyeB
kLasKYO3EDxEe ZXyXpKtTMwvBId4UWoEReeUZzbZEnFKEQv1 Ipj+TUE6eXMB16XG
mBWq9p1McD4h9IQIDLE+1 THZECIRD] FyaGyoNkMn3 v/ 0TyylhrgUL2 72G4QNGLNA
WEDiwePQT6GnOKZbInLITnHIA0GATqxSnatgXTiguzedTZRRITEX  O4nH+e/Q++h
Z2I1a3nSBDWE1KYSzHWz+h/ 4AxclUdg0gC+TiobbG4MEMuny/ gxHTuguFvaZREUR
§rgdsa00IXtYC LkICenyLYaBxLYchdcEnkg fuSCAE0ZoIL¥my61QPLIRGNMOS0y
MHBRE1UCGYEAzUMsjrSkqtkJZzvEBmdHs 1Kay/ cggAOnUngWUZ5s4iegPyyipc2
1828024N0a+]ePpSIEVIRZ3EMEACE TRNRBEGVX s fmid1g1hBeeCyc+xM+6QToayY
0eNAUCcEYuBChsCOGqFb+rEwiuvaQ3fpghTF+gV123ksIt3EBXLITGE=

A email containing this information has been sent to joycechang@geovision.com.tw
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C - Copy the RSA Private Key contents, and paste into a plain text file.

| ES R E LS - o] x|
BEE WEE B0 SE AN
————— BEGIN RS54 PRIVATE KEY----- =]

M1 IEpQ [BAAKCAQEA®] 5Shm 1 rShriUf IDMY 2564Ew00 s j 6mDWEzngYEQZPwXUu+59
t1 IbY36XPnoavNCEEZ [OCHCAWSZAMvn Jv35TZ84polzbkyv ] [3 1] qu92+ 1 bEKCR 160
TpNHSqhmmOx0pSTm raWnGi gdnc IZFs JPduYEN23zui PhTHuG2B [ 2LBb/ 8h8uT30h
B3VILnl1zHrCNZLesEv7CgHUSZGO 1 BkoRY ] gj IMZsNM1+abZqHOsqnb fQrut67f
k3441 5s50YagFL3372kSU0zHNDY pz/ 1 9nVbkanGealsZMUCGk j V3ZBhZ2EDILO22pb
SqXTuredGGnY 1 ag@vvQI1UWE] 6FQ 18I UAg4 Tuw [DAQABAG IBAQCACOWSwduX9FHtn
1 gHEY % 23DPY 5Nz kdSZdOT i ImJ 2LbICt j fetpS4 r IFLBSYmmGhnv t fNk7ex¥nM4qg
AFLOGY QT t9xGI TRuTyOCchyWIFZ5zLVQOqk 7V pF f tOwvDvTT r 9qwk 0/ 8Y 2vdogld
U1H44qi jUnAlxthOoPEQuUVVSdSyWYnSS6L leud0l f1ppi DouRSBG7QGxgLEz selg
JBGodE1Vm) WhnA S5vQ1 8ZHC 446584 1 PONYa lonz+sV¥aVEP4 JuotmholU I Oez gBX I +1
YA4cOZRA+alzGzaYmnd 1 50/ 618sSKekKzPOLe len f4mWa 13601 1 F3NoinGddu3Wo2 i
EulZUPtJAoGBAPUdweGCk7qTw3X1BdbUl q1ZDGe3Ld0Zg7cy3YFHt Ov fE4 / TYEOT
2fdnd0Bknf [qinORj 2ReP2Lzstvacgt rcGxPneY gkMH+ rbw/+PNE+PGGGY tUq3 112
adxlelwRi7(Fe2x/SBEHeX+eWkR8xomx rbCv1+IDDI 25p [ 11/ 0] 4WyMnaoGBAMS
LnbSacdUdypVPT9u4j uBqzA 1 SWEP4 1 Sa+DP20 [HZUUt jHI a+eCc/hgqiuegisjk
hé+/Rknm+ 1905 / Lk 2nEzLNSsqLRGeBSOfDSF rWCSUc s fTPDPAK sgw M/ O Q1 +AdYZ
2rr310:2¥1 191 8JeQe rvN4hRe2BRecQHe 04 76Z pNA0GBAT M/ nx s AC8zNTZc fyeB
kLasKYO3EDxEeZX vy pK t TMwvB [d4UWoHRe eUZz bZEnFKEGv] [ pj+ 7UEGeXMB1 6XG
mBWgOp1McDAh9IQODL f+1 TNZEC JRD] FyaGyolkMn3y/ O Iy y1hr gUL2 72GAQNGBNA
weD1wePQt6GnOKZbInL 97nHO40GATqxSnatg¥ 1 1 gezedTZRWOLEY ) O4nH+e / Q++h
22 11a3nSBOWS 1KY SzHWz+h/ 44%c 1 UdqOqC+T i obbG4MEMuuy/ gxH7u8uFYOZREUR
1 red8a00 [HtYC ) LkTCenyLYaBxLYchde8nk g fuSC4E0Zol LY my61QPL IRGNMOSOy
MHBRBIUCgYBAZUMs ] rSkatkJZzvPBndHs | Kay/ cqNeAOnUngWUZ5s4 iegPyyWipc2
18Z8024N0a+1ePpSI8VIRZ35MEACG7xnRBEoV s fm0d 1 gl hBeeCyct+xM+6QTesyY
oeNAUCc8YuBChsCOGqFb+ rPwiuvzQ3 fpagh 7P+gV123ks [t 3EBxL ITGE=

————— END RS4 PRIVATE KEY-----

||

D - Save the file with a .cer extension. Then your Private Key file is created, e.g.

Note: If you want to import the Private Key to the GV-Recording Server/GV-Video Gateway,
you need to save the file with a .key extension.
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2. Verify the Certificate Signing Request (CSR) by an SSL authority.

A - Take the Symantec as the example:
http://www.symantec.com/products-solutions/products/family/ssl/

B - Follow the instructions described on the above website. In certain step, you will be
requested to paste the CSR contents which are generated in above Stepl.

Enter Certificate Signing Request (CSR})

Server platform: & Sample CSR

- --BEGIN CERTIFICATE REQUEST-———-
|Server not listed j MIB2CCAT €z BONVEAYTANTMRowFOY DYVOOIEWS 08 J0aC BE Xy

Gy EOMMGAIUEEMHUMFSZWIMDWW1USCnMUNand}RIi' HvtrN 1 o
U0 D EAx Madm

i 20| wDQY. K e nmzaa:n%mmm
Server not listed 0 BAMaH; ICv i wzﬁuvmmim.m HIYXE Tq5oic + bell 20503 Ll UzM
‘ CeaVvision j Du2eBTZCnQTTuT ZAD hosteyilos2 Pt DN BIR PLSZAOF YaoOmall snRS Jnditizct

B o amp el 1 P %%‘z‘.ﬁ'uﬂf: 1 rerabi S g
HTunCuPoCLMIFb:G‘g ugé‘DLFmPn | ZwKKIDzx ?&?nmr P}n?-u::q
£0137 e VRIS MR L) nnxso.zmaeww--

CERTIFICATE REQUEST-——
Paste Certificate Signing Req {CSR): L7)
——BEGIN CERTIFICATE REQUEST——
MIIC4jCCAcoCAQAWGZwxCzAJBgNVBAY TAIRXMQBwDQYDVQQIEWZ0YWISYW4xDzAN
BgNVBACTBnRhaXBlaTESMBAGA1UEChMJZ2VvdmizaWIuMQuwCgYDVQALEWNGQUUx
HTAbBgNVBAMTFHdA3dy5nZW392aXNpb24uY 258tL nR3MSowKAY JKoZ IhveNAQKBFhigq
b3IZWNoYW5nQGdIb3Zpc2Ivbi5jb20udHewggEIMAOGCSqGSIb3DQEBAQUAALIB
DWAWGOEKAOIBAQDGXIUYitJUUJRSKMX]bNOATASCYPqYNYX0apgpBk/BdS75L22
UhtjfpctboCa0IQRkg4cLpZJkAy +cmA9nwCmgtiuS+UjeuWg/3b6vsQol G+
KOfmqGaY7HSLOatpacakridwhkWwk925go3bfO61+FMedbEE]YsFulyHySPcSsH
dUguaWLMesl1kiewS/sKAITXKbQIUGShFWWCOUxmwOzZX5SptmocyqbpSCus3+T
cAC3mxLRhgAUvidmRJTTMecNenPX2dVuRgebpoOxieaQlaSNXdkGHY QOUvTbaltk
pdOBIS0YadivgD1WIANVRZeXoVAWIQCDgI7TAGMBAAGGADANBgkghkiGIWOBAQQF b
AACCAQEARHNQWCIRSCHY1RYOamBuecLBjvapd1HIQoE3S6ZIVIZXSLSLX690EQO
EFKHQN]SpzFP+oMXsuelEbnuIDMCaN 1b/VFBeel DFGbsgFwuKUWKOCOTH7vpmOJe
VFXBW)C1ZZIOFDQamGIszTcXD?ZpSGSC‘I EIII?hGSMZyQESEOTKESOMSIuRDGW

U Lot 11O, AL A T Ak PSRN AR

|»

Total: US $0 (Free Trial) < Back Cancel Continue

C - Finally you will receive an e-mail notification of the certificate as the example below.

Secure Site Trial Intermediate Certificate

GIN CERTIFICATE—
IIFFfDCCBGSgAWIBAgIOfu2hLYGVKVSUNZ3I7TMOUgDANBakghkiGOw0BAQUFADCB
AKGATUEBRMCVVMFZAVBgNVBAOTDIZIcmITaWduLCBJbmMuMTAWLgYDVQQL
ydGb3lgVGVzdCBQdXIwb3NIcyBPbmx5LIAGTmMEgYXNzdXIhbmMIcy4xMjAwBaMNY
TKVZIcmITaWdulFRyaWFsIFMIY3VWZSBTZXI2ZX gUmvdCBDASAHECyMB4X
TASMDOwWMTAWMDAWMFoXDTESMDMzMTIZzNTK10VowgcsxCzAJBgNVBAYTAVTMR cw
QYDVQQKEWSWZXIpU2InbiwgSW5]LEwMC4GATUECXMnRmyIFRIc30gUHVycG9z
0T255eS4gIESVIGFzeAVYYWEZXMuMUIwQAYDVOQL EzZIUZX teyBvZiB1c2Ug
ClgaHROcHMBLy33d3cudmVyaXNpZ24uY 20t 2Nwcy30ZXMNOY2EgKGMpMD ko TAr
VBAMTJFZlcmITaWdulFRyaWFsIFMIY3VyZSBTZX12Z2XIgQ0EgLSBHMCCASIw
YJKoZIhveNAQEBBOADggEPADCCAQ0C ggEBANSTZS dP SAMZVEhTVEImkhXRbCAT
IFX2ZAY1ZWG+pM4T7+0XET L WOVoOyXw IS GOj+ZnKrakMmAI b/jciMIWHzgi
zpSVKyIU4d0OSH209UjAPUqD bZAGMN VA mzrdrggtESIGIYQ32AbKjgOjgEKVEY
1J7EDz7wRWoHY24xRUQrh4C+2y1boQfAg+s1cp4YVDxYInlISaMNNxThQuIY7
bkJBJEH+sMNuEdEIKEg6YzwjVPbFAYuD 0L Yusg/WgR 18misNumIMfy+tb 1hwh7 0K
MMWArVBtFkbkpLIwNpyrhLRAwYBI6tPBHKFQ4Rnwy0nBvzogCNwmWU2f6QUCAWEA
haOCAZcwggGTMDAGCCs GAQUFBWEBBC gwJjAkBaarBgEFBQCwWAYYYaHROcDovl 29]
[C3AUdmMVyaXNpZ24uY29tMBIGATUJEWEB/WQIMAYBARBCAQAWSWYDVROgBEQWQ]BA
[BgpahkgBhvhFAQCYMDIWMAYIKWYBBQUHAGEWI Gh0dHBzOIgvd3d3LnZlcmlzaWdu
[LmivBS9jcHMvdGYVzdGNhLzATBgNVHREENDAYMD CglgAshipodHRwOIigvY3JsLnZl
cmizaWduLmMvbS9TVIIUcmihbFJvb3RHMiSjcmwwDgYDVROPAQH/BAQDAGEGMGOG
ICCsGAQUFBWEMBGEWXEF doFswWTBXMFUWCWIYWdIL2dpZjAhMBEwWBwWYFKw4DAhoE|
[FI0xgGri20agPP gGrUSBgs exkuMCUWIZh0dHAGBLy9sb2dvlnZlcmizaWduLmiy
b592c2nvZ28uZ2ImMBOGATUdDgQWBBQoFxOKvdaitdwGLL e2jtoQZmBuSTABgNY
HSMEGDAWgBRIGeeSbSKANGOZwWPCZyNaljlZTAMBgkghkiGOwiIBAQUFAAOCAQEA
NgvASci2hsyFC25IMmESastrtUmjnorZWOifmdisADuQui+kBarodHpdSeqf2Gj
wDlo30YL2bT/66tw46KX3QZ02pp7YW-+BRvKe]BY AINIF Jxs KEKPKpz4 SRvEQLISY
[Bst7 q03nK0IZQ4/LE+hufgwx08JdqGd4o4cOvZE o4MQaMgxi0lwNjC+4PWuKSmrkl
mr+RhpSkc72cEEQ 9K sYesTMetY3nOugXAQgiH4Iz3KAzgNgohi X cF8WIF3dTT
(@ 1yWbMkJonRpXbE3U0MNWI33ywiS7LAKEN4dREN 0qgirP 6sDivalx8/+qTRPWGNYy
Ihct5ChgE700BENFPQ==
D CERTIFICATE—



http://www.symantec.com/products-solutions/products/family/ssl/�
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D - Copy the certificate contents, and paste into a plain text file.

T ET AT ~ (0] %]
BEE HEE #50 BE0 HEW
----- BEGIN CERTIFICATE----- =

MITFfDCCBGSgAwIBAg IQf 1 u3hLvGVEvSulNZ3 TMOUgDANBzkqhk 1GO9wOBAQUFADCB
1 DELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1 cml TaWduLCBJ bmMuMTAwLg YDVQOL
EydGb31gVGVzdCBQdXTwb3N1 cyBPbmx SL1AgTm8g YXNzdXT hbmN1 cy4xhi AwBgNV
BAMTKVZ] cm1TaWNdulFRyaWEs IEN1Y3VyZSBTZXT 27X gUn9vdCBDOSAt IEcyMB4X
DTASMDOWMT AwMDAWME oXDTESMDMzMTT zNTk 10Vowg c s xCzAT BgNVBAYTATVIMEcw
FQYDVOQREwSWZXT pU2 1nb1wg SW5 3 L1 EmMCAGATUECxMnRmOv IFR1 ¢ 3QgUHVy GOz
ZXMgT25seS4g IESvIGFze3VyYW5 1 ZEMuMUIwQAYDVQOLEZ 1UZXT tcyBvZi1Bl c2Ug
YXQgaHROcHMALY23d3cudmVyaXNpZ24uY29 t L2Nwey90Z3NOY 2EgKGMpMDkx L TAr
BeNVBAMTTFZ1 cm]l TaWdulFRyaWF s IFN1Y3VyZSBTZXT 27X 1 gQ0EgLSBHM] CCAS Tw
DOYJKoZI hveNAQEBBOADg e EPADCCAQoCg gEBANs Tz SAPSAMzVShTVE ImkhXRbCAT
601 /Fx27ZAY1ZWG+ I pMAT+QX5TeLWOVoOyXw] t SGO7+ZnKr9KMmA1b/ 7 c MOWHz g1
tJzpSVKy 1U4d0SH209U; APugObZA6x INVAmz rdrgg tES1GIy(Q324bK ] q0j gEKvSY
Z/0611TEDz TwENeHY 24xRUQr h4C+2v1boQfAg+s 1epdYVDx Y InI 15aNNxThQvIY7
1bkT61EH+sNuEdEIKS5g6Yzwi VPbEAYu00LYusq/WgR18m1 sNum1MfV+tb1hwll70K
MWArVBtFkbkpLIwNpvrhLR/wY816 t PBHKFQ4RnwyOnBvzogNwmWU2 £ 6QUCAWEA
Aa0CAZ cwggGTMDOQGCC s GAQUFBWEBBCgw] 1 AkBgg rBgEFBewAYYYaHROcDovL297
c3AudmVyaXNpZ24uY29 tMBIGA1UAEWEB/ w IMAYBA f 8CAQAwSwYDVROgBE(w()1 BA
BepghkeBhvhFAQcVMD IwMAY TKwYBBQUHASEWT GhOdHBz018vd3d3LnZ] cml zaWdu
LmNvbS9j cHMvdGVzdGNhLzATBgNVHRSENDAYMDCgLgAshipodHRwWO18vY3T sLnZ 1
cml zaWduLmNvbhS9TV1 T Ucm] hbET wb3RHM1 51 cmwwDg YDVROPAQH/ BAQDAZEGMGOG
CCsGAQUFBWEMBGEwX6FdoF swWIBXMEUWCWI t YWd 1L.2dpZ1 AhMBSwBwYFKw4DAhoE
FI/10xqGrI20a8PPgGrUSBg s exkuMCUWI 2h0dHAGLy9sb2dvinZ] cm] zaWdulmNv
bS92c2xvZ28u72 1 mMBOGA1UdDeOWBBQoFx0Kvdai tdwGLLe2 1 toQZmBuSTATBgNV
HSMEGDAWgBR [GeeSbSKdNGOZwPCZyNa 1 1 Tx/ZTANBgkqhk 1GOwOBAQUFAAOCAQEA
NegvA9ci 2h5yFC2STMmESa9 1t rUminorZWO/ T fmd f 5ADuQui+k8arodHpdSeq/ £2G3
wDIo30YL2bT/66 twd6Kx3Q/Z02ppTYW+BRvKe j BYXNOF T x sXEKPKpz4SRvSQL15Y
Bs t7q03nK01Z04/TE+hufgvx08] dgGd4odcOvZ60dMQaMgX / 01wN; C+4PWuK fmrK
mr+RhpSkc72cEE0Q/ /XsYesTHe tY3nOugXaQqiH4 1z 3KAzgNeohXXcFEW1F 3yt TT
q1yWhhMk] onRpXbE3UOrWI33ywi1STLAk&n4dRE tNogql rP6sDtvolx9/+qTPWGnYy
tVOP/hel t 5CbgETO08EnPQ=

————— END CERTIFICATE----- =l

E - Save the file with a .cer extension. Then your SSL Certificate file is created, e.g.

Note: If you want to import the Certificate to the GV-Recording Server/GV-Video Gateway,
you need to save the file with a .crt extension.
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3. Import the SSL Certificate and Private Key files to the server or GV device.

A~

B -

On the GV-System, click the Network button, select WebCam Server and click the

Server tab to display the following dialog box. Select Enable SSL, click the Browse

button of Certificate file to import the SSL Certificate file (.cer), and click the

Browse button of Private key file to import the Private Key file (.cer).

2% Server Setup

General Server Wideo I SDK

v Run GeoHTTP Server : @ b

HTTR Part |31
Command Part |4550
Diata Port [ceen

sudio | o | 36PP | Mobie | Muticast |

v Enahle SSL
Paort 443

Cericate e o6y g00B-855016v8 .. |
Private keyflle  [Gy-800B-86500GvS . |
Password

[~ Disahle 55L2.0

Detect UPnP |

oK | cancel |  Defaut

On the Web Interface of GV-IP Camera, select Network and select Advanced

TCP/IP to display the following page. Enable HTTPS Settings and select Use

customized certification and private key. Click the Browse button of Certificate

to import the SSL Certificate file (.cer), and click the Browse button of Private Key

to import the Private Key file (.cer).

Note: These SSL options are only enabled after you install a memory card in the GV-IP

Camera. And save the created SSL Certificate and Private Key files in the memory card first.
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n this section you can change the default HTTPS port number (443} to any port within the range
024-65535. It is a simple method to increase system security using port mapping. You can
configure HTTPS connection to an alternative port.

[#Use customized certification and private key. External storage is necessary.
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On the Web Interface of GV-Recording Server/GV-Video Gateway, select Network
to display the following page. Enable SSL, click the Browse button of Certificate
File (.crt) to import the SSL Certificate file, and click the Browse button of
Certificate Key File (.key) to import the Private Key file.
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Mac Address: 6805ca00-6845
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Certificate Chain File(.crt): |ca.crt || Browse \

Note: You might obtain a Certificate Chain File from some SSL authorities. In this case, you

can also import the file to the server.




